How to Inform Privacy Agents on
Preferred Level of User Control?
Jessica Colnago

ACM Classification Keywords

Hélio Crestana Guardia

H.5.m. Information interfaces and presentation (e.g.,
HCI): Miscellaneous.

Federal University of São Carlos
São Carlos, SP, Brazil
jessica.colnago@dc.ufscar.br

Introduction

helio@dc.ufscar.br

In the Internet of Things (IoT) a large number of
connected devices request data from users or user
devices. Given the ubiquity of requests that require
user attention and consideration, to sustain a
reasonable level of privacy new solutions have to be
developed. Solutions that use a "notice and consent"
approach hit barriers that human attention and
cognition are limited and that an excess of choice can
be detrimental to privacy [2]. Solutions that aim at full
automation of decisions have to deal with the fluid
nature of privacy preferences [6] and the effects of
removing user awareness and control [18]. The first
suffers from information overload and over choice; the
second from information vacuum and lack of control.
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can aid intelligent privacy agents in predicting the best
and necessary moments to interrupt users in order to
give them control and awareness over their privacy,
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A solution format that seems able to balance these
traditional approaches is based on intelligent privacy
agents. These solutions are close to an automated
approach but also rely on machine learning, making
them capable of adapting to changes and requiring
some level of user involvement. Existing solutions avoid
interrupting the user unless it is strictly necessary, i.e.
low inference confidence [8, 31, 33].

Literature Review
Methodology
The review was performed in
three stages and based on an
exploratory approach.
First step: examination of
the past 10 years of relevant
publications such as
Communications of the ACM,
IEEE Security and Privacy,
and IEEE Pervasive
Computing, and relevant
conferences, such as CHI,
Ubicomp and SOUPS. From
these publications references
were obtained.
Second step: review of
follow-up literature and
references found in the works
from the first-pass.
Third step: broad search
using “privacy”, “privacy
solutions” and “interruption”
keywords was performed
using ACM and IEEE digital
libraries in order to reduce
the chance of having
overlooked significant
literature.

While Copigneaux [10] allowed users to identify how
and when to be interrupted, this was not expanded nor
further described. And so, this paper comes to present
which aspects affect the “when” and briefly presents
the result of a literature review from privacy and
interruption research. This culminated in the
organization and discussion of a more complex, and we
believe complete, set of variables that could be used to
inform privacy agents not only when it is possible to
interrupt the user, but when it is necessary and desired
from both the system's and the users' perspective. This
would filter requests avoiding the depletion of human
attention, while still giving the user enough control and
awareness to feel comfortable participating in the IoT.

Variables
The variables presented were selected given their
preeminence throughout the literature review (see
sidebar). From this review we identified variables that
answer two user-asked questions when dealing with
interruptions: (a) can I be interrupted now, and (b) do
I want to be interrupted? (see Figure 1). In this
context, the first deals with issues of interruptibility and
receptivity to interruptions and focuses on interruption
research; the second, with privacy related aspects that
can influence users’ desire to have more or less control
and awareness over privacy decisions. It is important to
note that the references presented here is only a
subset of existing literature given a space limitation.
Can I Be Interrupted?
These variables are related to aspects of interruptibility,
having a higher focus on interruptions research. They
are highly contextual and dynamic and are related to
the user context, activity context and social context.

Mood: The user’s emotional and internal state, here
referred as mood, has been considered an influential
aspect in a user’s interruptibility and availability in
several previous works [11, 19, 26, 28, 29]. For
Dabbish and Baker [11] the relation is less direct and
made through a connection of their observed variable
of “interruption threshold” defined as varying in
accordance to context and external cues. Ho and Intille
[19] and Sarker et al. [29] mention “emotional state of
the user”, “affect” and “stress” directly as variables that
influence the definition of interruptibility and
availability, respectively. Finally, Pejovic and Musolesi
[28] list the set of emotional states they considered in
their exploration. For privacy-related interruptions the
presence of an altered state of mind may lead the user
to make different-than-usual decisions [9]. So it may
not be ideal to interrupt the user to offer feedback.
Frequency of Interruptions: Frequency of
interruptions has been considered a factor that
influences user interruptibility [19] as well as one of the
challenges considered for privacy feedback [3, 27]. It
may also influence users’ privacy concern over sharing
a piece of data [15, 21]. When we consider privacyrelated interruptions in the context of IoT this becomes
an even more important because without an intelligent
agent to mediate reception and decision, the frequency
of interruptions can be superior to what is acceptable.
Furthermore, Pejovic and Musolesi [28] found that the
recent exposure to an interruption can influence and
determine the user’s frustration.
Activity Engagement: Activity engagement
represents a combination of two relevant contexts:
social and cognitive [14, 16]. In this work, the user’s
cognitive context, frequently considered in the

literature of interruptibility [19, 26, 29], is defined as to
“encompass the interruptee’s cognitive level of
involvement in tasks and how it affects task
performances” [16]. However, the definition of social
context as “the interruptee’ physical environment as
understood in a social sense” - relating to the place the
user is in, the people around him/her and the nature of
the task [16] – is closer to “social expectation”. Hence,
the activity engagement variable considers only the
social engagement of the user in his/her current task
[17, 19]. The activity engagement variable is related to
what has been previously considered as interruption
threshold [11, 13], which also relates to the current
activity type [29]. Ercolini and Kokar’s [13] four levels
of interruptibility threshold can be combined to the four
levels of activity engagement, when considering
workload and social engagement as having two levels
(see Figure 2). Lastly, in InterruptMe [28] one of the
factors was named activity engagement. However, the
factors considered were mainly related to the user
cognitive context and aspects of the activity, not
considering the user’s social involvement.

Figure 1. Intelligent Privacy
Interruptions

Social Expectation: This variable reflects the known
importance that the social environment has on user
behavior and decisions. From the perspective of usertechnology interaction, the Technology Acceptance
Model (TAM) [12] has added the factor of subjective
norm since it became apparent that the acceptance of
technology seems to be influenced by others [32]. The
influence of the broad social context includes culture
and social norms [5, 7, 34], the presence and opinions
of others [5] and social interactions [26]. This has been
studied in regard to the effect on user behavior,
decisions and expectations towards privacy, including
how much control over data sharing may be desired

[23], as well as its effects on the user’s interruptibility
[9, 19, 25, 28] and the decision to interrupt somebody
else [17].
Do I Want to Be Interrupted?
These variables explore the necessity and desire of the
user to be interrupted to make a privacy-related
decision. As such, it considers aspects from the data
requests perspective, system perspective, user
characteristics and system dependent characteristics.
Prediction Certainty: Prediction certainty relates to
the decision for a particular interaction. It has been the
main variable considered when deciding to interrupt the
user for further input [8, 31, 33] and is defined solely
by the system’s ability to correctly infer the user’s
privacy preferences. Depending on the user and
context its role may vary immensely. Users may not
require a high level of certainty in exchange for a lower
level of interruption in a social context that may not
afford interruptions. But if users can be interrupted,
they may desire a higher level of certainty on the
prediction or make the decision by themselves with
complete certainty. It is hard to consider this variable
by itself because in isolation it is not expressive of the
user’s preferences, only of the system’s needs.
However, it could still be used as an indicator that an
interruption may be necessary.
Perceived Trust: Trust has long been studied in the
area of human-computer interaction (HCI). It is an
important aspect of technology acceptance and, when
considering automated systems in which the automated
task is one the user can perform, the influence of trust
increases significantly [20]. As highlighted by
Bainbridge [4], the perception of the computer’s

abilities in automated systems influences the user’s
decision to allow the automation to continue or to
override it. However, trust is a complex notion with
many influencing factors [20]. In this work, we do not
aim at defining what influences trust and how to
quantify it; trust is viewed as a subjective userdependent and dynamic variable which is perceived by
the user in the moment of the interaction. Similar to
TAM, the users’ perceived trust in technology is what
we consider for the evaluation of this variable.

Figure 2. Activity Engagement
representation with the combination of the
two composing variables: social
engagement and workload. The definition
of where an activity fits in this matrix and
the associated threshold level may vary
from user to user.

Need for Control: Control is also an important aspect
of HCI. Its lack increases anxiety and stress when
dealing with computational systems [18]. Moreover,
the perceived control over the interrupting device has
been identified by Ho and Intille [19] as a factor that
influences the user’s perceived burden of the
interruption. From the user’s perspective, control is a
“personality trait that reflects individual differences in
the appreciation of choice in life” [18]. Some people
have a stronger desire and need for control than
others, and previous research has identified these
nuances in particular with agent interactions [30].
User’s Privacy Concern: The user’s privacy concern
should play a significant role in determining not only
the disclose decision, but on whether or not the user
should be interrupted for further input. As a way to
abstract privacy concern and associate it with possible
behaviors we consider Alan Westin’s privacy indexes
and categorizations [22] which classify users as
fundamentalists, pragmatists and unconcerned in
decreasing level of privacy concern and openness to
external factors. Other tools for privacy concern
classification, such as IUIPC [24], may be more
appropriate. However, the simplicity of Westin’s

categorization is appealing given the overall complexity
of the variable set. Finally, because of the more static
aspect of this variable and the influence it may have on
the weight given to other variables, it could be used to
inform the behavior in unknown situations on top of
informing the decision to interrupt.
Sharing Sensitivity: Interruption literature has
reported that interruptions that provide useful
information are viewed more positively [11, 19, 25,
28]. This has also been noticed in the context of
privacy decisions: if the reward outweighs the cost of
sharing, it seems rational to do so [1]. Even though
every privacy-related interruptions should be
considered important and worthy of an interruption,
some requests can have a higher risk/costs than
others. Thus being perceived as more important to be
dealt with personally. For this reason, utility and
importance of interruptions was adapted to sharing
sensitivity. This work associates higher privacy
concerns when sharing data with a higher sharing
sensitivity. A literature review related to user’s data
sharing privacy concern has elicited a large number of
variables – organized as what, who, why, when, where,
how and context. Because when, where and context
can be better identified by the user and who is
requesting the data, why they need it and what they
need, have had a higher impact on the user’s concern
when sharing data [9, 23, 26], these variables can be
used to classify sharing sensitivity. This subset is used
in notice and consent in mobile platforms (Figure 3).

Conclusion
The fact that this set of variables was extracted
through observation of several and diverse literature,
affords it a higher generality. However, this is an initial

exploration of relevant concepts and it has not been
tested in the scope of a real privacy agent in a real IoT
environment. Nevertheless, we believe that this issue’s
discussion and the existence a reference material can
be of assistance to the developers of such systems.
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